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HQ Highlights-Welcome

to DHS CBP SYNC 'oB!

O

ver the last four years, the OIT/Border Patrol Conference
technological offerings. It provides all attendees with an opportunity
has evolved to be the OIT Mission Support
to discuss their needs and requirements with the CBP
Conference, finally to become SYNC '08 DHS/
office responsible for meeting those needs.
CBP Annual Technology ConferenceSome of the general session topics anticipated include
The DHS/CIO Vision: Technology Priorities by Rick
Smarter, Better ... Together! The new name
reflects the shift in focus from one or two misMangogna, DHS CIO, Single Sign On with Luke
sion areas to working with all of DHS to use
McConnack, Chief Information Officer (CIO) of ICE
technology in new and exciting ways to meet the
and Cyber Security with Bob West, DHS ChiefInfonnation Security Officer.
Department's needs, and support the mission.
This year's meeting in New Orleans promises to
highlight the significant technological initiatives
In addition, SYNC '08 offers a variety of choices each
Smarter. Better ... Together!
offered by the Office of Information and Techday - from large group sessions to tabletop breakouts.
Attendees will have the option to choose topics that interest them and
nology.
affect their day-to-day operation. We hope that you will use this time
to take advantage of all we're offering, and invite your feedback afterThe conference has evolved even further into one that invites
wards.
greater participation from the Department of Homeland Security. Sync '08 dedicates three days to workshops, expos and
educational opportunities that highlight current and future OIT
Welcome to New Orleans. We hope you enjoy your stay.

Cyber Security-A

Conversation With Network and Security Ops

T

he nature of
computer
security has
changed over the
past several
years. The overt
chatter from the
media at the latest threat has
given way to an eerie kind of quiet. We sat
down with Alma Cole of ENTS/Network
and Security Operations in the Department
of Homeland Security, Security Operations
Center (DHS SOC) to find out what we
need to know about the state of cyber security today.
TT: Tell us what you want the readers to
know about Cyber Security ...
AC: There's been a drastic change in the
trends and types of malicious software and
viruses that we've been seeing. Five to ten
years ago we've had some big worms hit
that just rocked the computer world. Their
objective was to get on your machine and
cause mass disruption. Now the target isn't

the machine anymore, now the target is
actually you and your information, passwords and CBP and DHS information, More
and more it's relying on end user interaction
to actually root that piece of malware, that
piece of code on your system, to infect your
own system.
TT: Is phishing a thing of the past?
AC: No. There is a mature underground
economy on the Internet where you can buy
anything from full identities, to bank accounts, to email addresses and their passwords. It's so mature, that you can even get
discounts for buying in bulk. These identities have been acquired a number of different ways. Phishing is one of them.
There's still an immense amount of spam,
but a large percentage of that is phishing
email type spam, with social networking
sites and financial institutions being prime
targets. In addition, a trend that has been
emerging and that's even more of a concern
is targeted phishing, sometimes called spear
phishing. This is where someone will actually target you. They'll know who you are

and they know what your job is. It's not a
computer sending it out, it's a person sitting
on the other side of the keyboard, and
they're writing and putting something in
email that looks like part of a legitimate
business to get you to open it at your machine because they want your information.
It brings a whole new element to it and it's
pretty chilling.
TT: I've heard that the cyber threat has
evolved to include other forms of electronics, such as cell phones and PDAs, including BlackBerries.
AC: As a matter of fact, this week the US
Computer Emergency Readiness Team (USCERT) notified DHS about a vulnerability
in BlackBerry devices, which could be exploited to take control of the local BlackBerry servers. In response to this threat, the
DHS Chief Information Officer (CIO) has
directed that all DHS components disable
BlackBerry PDF readers until a fix is provided by the vendor.
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hat do you get
when you cross
a talented singer, magician and marathon
runner with a noted Computer Forensics
Analyst? You get Sam Brothers, Sr.
Computer Forensics Analyst at Customs
and Border Protection (CBP).
As a singer, Brothers has performed on the
international stage, in the Kennedy Center
Honors, and is the recipient of the International Gold Medal from the IntI. Barbershop Harmony Society. A magician, since
he was 10, he now performs at private parties. As a marathoner, Brothers commits to
two a year and has several Disney and Marine Corps Marathons, among others, to his
credit. These days, however, it is his work
in mobile forensics as a member of the
Laboratories and Scientific Services (LSS)
team that excites him and provides opportunities for creativity and challenge.
After college and a stint as a computer
consultant, Brothers came to CBP through
a recruiter who said she had "the perfect
job four miles from his house" for him. "I
have people here that respect me, I'm challenged every day in what it is that I do, and
I enjoy the people I work with," said Brothers.
Brothers does a lot of analysis and research
with PDAs and GPS devices but his specialty is in cell phone and computer forensics. "I was given an iPhone and was told
go figure out how to get the data out [of
this]," he said. "That's what I get to do
here. I really enjoy the forensic aspect of
what I do. It's left brained, it's very logical
and methodical in process, but it really
requires more of a right brained creative
thinking."
The work that Brothers does has practical
applications throughout CBP. His work
with cell phones supports Border Patrol
Agents in their efforts to curb smuggling
and other illegal activities. His efforts extracting GPS data allows Air and Marine
officers to cover American waters more
effectively. "GPS devices leave little breadcrumbs, so when our officers get those,
they send them to me, I analyze them and I
can tell you everything. [The ocean] is a
very big area to cover and we can't cover it
all, so this is one of the ways we can focus
and save money."

Cyber Security (cant' d)
(Continuedfrom page 1)

The threat regarding mobile phones is
still developing. There aren't a whole lot
of anti-virus options for cell phones and
PDAs yet, but there are people who are
making them, and it's important too because there have been other attacks
against cell phone and mobile operating
systems have been documented.
Also, in the last year there have been a lot
of instances of things you plug into USB
ports, i.e. digital picture frames, etc.,
coming from the factory with viruses on
them. There are people now who are leaving around USB tokens that have malicious software on them. Remember the
old viruses that used to be carried from
floppy disk to floppy disk? Well, those
are back now because of the USB thumb
drives canying file viruses that are jumping from machine to machine by people
carrying them and plugging them into
their USB port.
The best thing to do right now is to not
plug in anything into your computer. We
do have a policy against connecting any
non CBP devices and any non approved
USB drives into computers. We've got to
start separating off CBP equipment from
the personal equipment...they should
never mix.
TT: It sounds like CBP employees need
to become more vigilant and educated.
A C: You really still have to be smart.
We're trying to take a proactive stance for
blocking websites that we know to be
malicious or that have more malicious
activities than others. Good examples of
that are YouTube, Facebook and

MySpace. They are such highly trafficked
sites that they are just incredible targets
for hackers.
TT: Is there anything else that you
would want the reader to know that we
haven't touched on?
AC: You need to know that any infonnation you put on the Internet, whether you
think it's protected or not, is probably
accessible by somebody else. Once you
put it on the Internet, you can't get it
back. That goes for pictures, confidential
CBP and DHS information, CUI Controlled Unclassified Information, etc. You
should never identify yourself as a DHS
or CBP employee online unless you are
acting in an official capacity and whenever possible, never, never use your DHS
email address for personal things online.
So that's one point. The other is, something like 80% of the infections or intrusions, or malicious code, or viruses, or
hackers or whatever, are coming using
the World Wide Web as a transport.
Whether that's an email sent directly to
you, or whether that's content posted to a
webpage that you might normally go to,
or whether it's email sent to you with a
link in it going to another web page, be
paranoid. If there's a question, send it to
the DHS SOC and we can help you out
with it. That address is
dhs.spam@dhs.gov.
TT: Working "within the gates" you
think you're insulated, and from hearing you talk, we're really not ...
AC: No, you're not. You're wide open
when you go out to the Internet.
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